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Security Eyes Pro Broadband Remote Connection Setup

Configuring Windows Firewall for Remote
Connection in Windows XP SP2:

Follow these steps to configure the new Windows XP SP2 Firewall to allow you to connect from a
remote location: Note: this should be performed on the DVR Server, not the Remote Client.

Easy Method

(Disabling Windows Firewall)

A. Finding the Security Center
1. Open the “Control Panel” from the Start Menu
2. Once the Control Panel Opens, find the “Security Center” and double-click it.
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B. Disabling Windows Firewall
1. Click on “Off (not recommended)” then press “OK” to apply the settings.

%= wWindows Firewall EI

General |E:-:|:epti|:-ns| .ﬁ.dvancedl

e
(3'.9] Your PC iz not protectad: turn on'®

YWindows Firewall helps pratect your computer by preventing unauthanzed users
from gaining access bo vour computer through the Intemet or a netwaorl,

@ " On (recommended)

Thiz zetting blocks all outzide zources fram connecting to thiz
computer, with the exception of thoze selected on the Exceptions tab.

[ Don't allow exceptions

Select thiz when pou connect to public networks in less zecure
lozations, such ag airparts. ou will not be notified when Windows
Firewsall blocks programs. Selections on the Exceptions tab will be
ighored.

@ & 0 [not recommended}

Ayoid uging thiz zetting. Turming off Windows Firewall may make thiz
computer more vulnerable to viruzes and intruders.

Windows Firewall 1z using your domain zethings.

What elze should | know about Windows Firewsall?

] 8 I Cancel

Your Win XP SP2 Windows Firewall has now been disabled

Disclaimer: Ez-Toyz Inc. Surveillance Solutions provides this information as a free service to assist our customers. Disabling a firewall on a PC that has no
other protection from possible internet attacks is not recommended, but may be the best solution for a basic user. Ez-Toyz Inc. cannot be held liable for damage
done to an unprotected PC left open to unrestricted internet access. Ez-Toyz Inc. Surveillance Solutions recommends using the advanced method of Windows
Firewall configuration, which will permit only mission-critical ports for the specific DVR Software you are using.
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Advanced Method

(Programming Windows Firewall Exceptions)

A. Finding the Security Center

3. Open the “Control Panel” from the Start Menu
4. Once the Control Panel Opens, find the “Security Center” and double-click it.
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B. Programming Alnet Firewall Exceptions

This Section for ALNET Systems ONVLY!

T x
1 Ad d In g AI net Port #1 Usze these zettings to open a port through Windows Firewall. To find the pork
Click on the “Exceptions” Tab nurmber and protocol, consult the documentation for the program or service you
2. Click on the “Add Port...” Button = wanttause.
3. Type in “Alnet VDR-S 9000
TCP” in the “Name” box.

4. Type “9000” in the “Port Mame: |.l’-\InetVDF!-S 3000 TCP
Number” box
5. Click the “TCP” button Port number. [3000

6. Click "OK” to add the Port e P—

Wwihat are the risks of opening a port?

Change scope... | (0,8 I Cancel |

' Edtaport
2. Adding Alnet Port #2 el x|

1. Click on the “Exceptions” Tab Use these zettings to open a port through *indows Firewall. To find the port
number and protacal, consult the documentation far the pragrann ar service you

2. Click on the “Add Port...” Button  ,zuiia use.
3. Type in “Alnet VDR-S 9000
UDP” in the “Name” box.

4. Type “9000” in the “Port e |A|net WDR-S 9000 LD
Number” box
5. Click the “UDP” button it i |suuu

6. Click "OK” to add the Port
 TCP &+ LDF

What are the rizks of opening a port?

Change scope... | [ I Canicel |

Edit a Port i x|

Uze these settings to open a port thraugh YWindows Firewall. Ta find the port

3. Addin g Alnet Port #3 nurmber and protocol, consult the documentation for the program or service vou
1. Click on the “Exceptions” Tab U e
2. Click on the “Add Port...” Button
3. Typein “Alnet VDR-S 9001
TCP” in the “Name” box. Mame: |:"~IHEt WDR-5 3001 TCP
4. Type “9001” in the “Port
Number” box
5. Click the “TCP” button
6. Click "OK” to add the Port

Port number: IE"J'T|

* TCF (" UDF

Wwihat are the rizks of opening a port?

Change scope... | [Tk I Cancel
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4. Adding Alnet Port #4

7. Click on the “Exceptions” Tab

8. Click on the “Add Port...” Button

9. Type in “Alnet VDR-S 9001 UDP” in
the “Name” box.

10. Type “9001” in the “Port Number”
box

11. Click the “UDP” button

12. Click "OK” to add the Port

5. Double-Check your Settings

Edit a Port i x|

|Jze these settings to open a port through Windaws Firewall. Tao find the port
number and pratocaol, consult the documentation for the program or service pou
wank to use,

are I!-’-‘-.Inet VDR-S 9001 UDP

Part number: ISUE”

 TCP & UDP

What are the risks of opening a port?

Change scope... | ok I Cancel

1. Once you have completed entering the 4 Alnet Systems Ports above, your
Exceptions window should look something like this.

%= windows Firewall

General  Exceptions | Advanced

Windows Firewall is tumed off. Your computer is at risk of attacks and intrusions
from outside sources such as the Intemet. We recommend that you click the

General tab and zelect O,

Frograms and Services:

ActiveSync Connection Manager

¥ Alnet YDR-5 9000 TCP <——
] &lnet VDR-5 9000 UDP <=—

Alnet VDR-S 9001 TCP
Alnet VDR-5 9001 UDP

[ File and Printer S haring

Add Program,.. AddPor.. | Edt. | Delete |

Mame =

El

v Dizplay a notification when Windows Firswall blocks a program

What are the risks of allowing excephions?

ar | Cancel |

Your Windows Firewall is now configured to accept
Remote Connections for the Alnet Systems Inc. DVR Cards.
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C. Programming SkyVieW Firewall Exceptions

SZT This Section for SkyView Systems ONLY!

1. Addlng SkyView Port #1

Click on the “Exceptions” Tab

2. Click on the “Add Port...” Button

3. Type in “SkyView 1350 TCP" in
the “Name” box.

4. Type “1350” in the “Port Number”
box

5. Click the “TCP” button

6. Click "OK” to add the Port

2. Adding SkyView Port #2

7. Click on the “Exceptions” Tab

8. Click on the “Add Port...” Button

9. Type in “SkyView 1351 TCP” in
the “Name” box.

10. Type “1351” in the “Port Number”
box

11. Click the “TCP” button

12. Click "OK” to add the Port

3. Adding SkyView Port #3

13. Click on the “Exceptions” Tab

14. Click on the “Add Port...” Button

15. Type in “SkyView 1357 TCP” in
the “Name” box.

16. Type “1357” in the “Port Number”
box

17. Click the “TCP” button

18. Click "OK” to add the Port

Edit a Port ) x|

|Jze these seftings to open a paort through *Windows Firewall. To find the port
number and protocol, consult the documentation for the program or service you
want o use.

e ISk_l,lView 1350 TCP

Part number: I'I 350

= TCP " UDF

wihat are the risks of opening a port?

Change zcope... |

Edit a Port i =l

|Jze these seftings to open a paort through *Windows Firewall. To find the port
number and protocol, consult the documentation for the program or service you
want o use.

Hamne IBkWiew 1351 TCP

Fart number: I'I |1

' TCP " UDF

wihat are the risks of opening a port?

Change scope... | [Tk I Cancel |

Edit a Port ) x|

|Jze these zettings to open a port through *Windows Firewall. To find the port
number and protocol, consult the documentation far the programm or service yau
want to use.

Wl ISk_l,lView 1357 TCP

Fart number: I'I 387

& TCP  UDP

what are the risks of opening a port?

Change zcope... |
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OIS x
4 Ad d | n g SkyV| ew Port #4 Iz these settings to open a port through Windows Firewall. T find the port
’ . “ . » numnber and pratocal, consult the documentation for the program or service you
19. Click on the “Exceptions” Tab want to use.

20. Click on the “Add Port...” Button

21. Type in “SkyView Web 80" in the
“Name” box. Wi ISkyViewWeb a0

22. Type “80" in the “Port Number” box

23. Click the “TCP” button

24. Click "OK” to add the Port @& 1CP " UDP

Part numbes: IBU

‘wihat are the risks of opening a port?

Chahge scope... |

Cancel

5. Double-Check your Settings

1. Once you have completed entering the 4 SkyView Ports above, your Exceptions
window should look something like this.

"= Windows Firewall ] x|

General Ercephions I Advanced I

Windows Firewsall is turned off, vour computer iz at risk of attacks and intrusions
from outzide sources such as the Internet. \We recommend that you click the
General tab and select On.

Programs and Services:

M ame | ﬂ
Skyfiew 1350 TCP
Skyfiew 1351 TCP
Skyfiew 1357 TCP
Skyfiew Web 80
o

AddFrogiam... | [ AddFor. | Edit.. Delete |

v Display a naotification when Windows Firewall blacks a pragram

What are the rigks of allowing erceptions?

()8 Cancel

Your Windows Firewall is now configured to accept
Remote Connections for the SkyView DVR Cards.
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D. Programming Security Eyes Pro Firewall Exceptions

o o

Sacurity Eyes

1. Addlng Security Eyes Port #1

2.
3.

4,

Click on the “Exceptions” Tab
Click on the “Add Port...” Button
Type in “Security Eyes 7000
TCP” in the “Name” box.

Type “7000” in the “Port Number”
box

Click the “TCP” button

Click "OK” to add the Port

2. Adding Security Eyes Port #2

7.
8.
9.

10.

11.
12.

Click on the “Exceptions” Tab
Click on the “Add Port...” Button
Type in “Security Eyes 7000
UDP” in the “Name” box.

Type “7000” in the “Port Number”
box

Click the “UDP” button

Click "OK” to add the Port

3. Adding Security Eyes Port #3

13.
14.
15.

16.

17.
18.

Click on the “Exceptions” Tab
Click on the “Add Port...” Button
Type in “Security Eyes 80" in the
“Name” box.

Type “80” in the “Port Number”
box

Click the “TCP” button

Click "OK” to add the Port

This Section for Security Eyes ONLY!

Edit a Port

|Jze these seftings to open a paort through *Windows Firewall. To find the port
number and protocol, consult the documentation far the programm or service you
want o use.

x|

Klame: ISecurit_l,J Eyes 7000 TCP

Port number: I?U':“:'

' TCP " UDF

wihat are the risks of opening a port?

Change scope... |

Edit a Port

|Jze these seftings to open a paort through *Windows Firewall. To find the port
number and protocol, consult the documentation for the program or service wou
want o use,

x|

Flame: ISecurit_l,J Eyes 7000 UDP

Port number: I?DDD

I TCR & LUDF

wihat are the risks of opening a port?

Change scope... | [k I Cancel |
vt x

|Jze these settings to open a port through *Windows Firewall. To find the port
number and protocol, consult the documentation for the program or service you
want o use.

1 ame: IEBCUIit_'.J Eyes 80

Part number: IBU

& TCP  UDP

wihat are the risks of opening a port?

Change scope... |

=

Canicel

Configuring Windows XP SP2 Firewall for Use with Security Eyes Pro, SkyView and Alnet Systems

8



Duncans Online

duncansonline@gmail.com
Security Eyes Pro Broadband Remote Connection Setup

4. Double-Check your Settings

1. Once you have completed entering the 4 SkyView Ports above, your Exceptions
window should look something like this.

= wWindows Firewall

General Ewceplions I Ldvanced I

Windows Firewall iz turned off. our computer iz at rizk of attacks and intrusionz

from outzide zourcez such az the Intemet. "We recommend that you click the
General tab and zelect On.

Programs and Services:

Mame

Security Eyes 7000 TCP
Security Eyes 7000 UDP
Securty Epes 80

L4]

Add Prograr... Add Part. .. Edit... [elete

[¥ Dizplay a notification when ‘Windows Firewall blocks a program

What are the rizks of allowing exceptions?

Ok I Cancel

Your Windows Firewall is now configured to accept
Remote Connections for the Security Eyes DVR Cards.

*To finish configuring the Remote Connection for your PC,
please view the appropriate Remote Connection Manual for
that system.
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